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Account — The Merchant’s account as specified in the Agreement.
Agreement — Part I, annexes to the Agreement on Renting POS Terminals and Acquiring Payment Cards at POS Terminals, concluded between the Merchant and the Bank, and the Terms and Conditions.
Authorisation — The process of electronic verification of card data, as a result of which the Issuing Bank allows or refuses the execution of the Transaction.
Authorisation Limit — As specified in the Agreement for the purposes of risk mitigation — an upper boundary on the total volume of Transactions to be authorised, up to which Cardholders may settle for 1 (one) Transaction
Card — A Mastercard, Maestro or VISA payment card issued to a Cardholder, which the Cardholder uses to settle for services provided and/or goods offered by the Merchant.
Cardholder or Client — The person to whom a Card is issued and who uses the Card to pay for goods or services at the POS terminal issued to the Merchant.
Chargeback — A claim against the Bank and the Merchant regarding the settlement of a Transaction, with resultant review procedure, submitted by the Issuing Bank in accordance with the provisions of the relevant International Card Organisation.
Collateral — Funds pledged in favour of the Bank in the amount provided for in the Agreement, held on the Collateral Account with the Bank, and securing the fulfilment of the Merchant’s obligations under the Agreement.
Collateral Account — The Merchant's deposit account with the Bank, the number of which is specified in the Agreement and the funds of which the Bank uses to meet the obligations of the Merchant in the cases provided for in the Agreement.
EMV — EMV® is a global standard for debit and credit cards using the card chip technology.
Fee — A percentage of each Transaction deducted as remuneration to the Bank for providing the service.
Hotels — A Merchant that offers accommodation services with the advance booking option. Special provisions apply to such Transactions.
Initial Collateral — The amount of the security established at the time of conclusion of the Agreement on the basis of the turnover claimed by the Merchant.
International Card Organisations — International payment card organisations Mastercard International Worldwide and VISA International.
Issuing Bank — A bank that has issued an International Card Organisation’s Card.
Merchant ID — An ID code assigned to the Merchant that specifies the Merchant’s Point of Sale.
Merchant Instructions — Instructions given to the Merchant by the Bank and/or Partner, describing the procedure for card acquiring, data security and functions of POS Terminals, as well as best practice examples and other information for the Merchant.
Minimal Collateral — The amount of the security established at the time of conclusion of the Agreement on the basis of the turnover claimed by the Merchant, which is the minimum amount of the Collateral available during the term of the Agreement and at least 180 days after the termination of the Agreement.
Parties — The Merchant and the Bank.
Partner — SIA „Wordline Latvia”(Reg. No. 40003072814, legal office: Dzirnavu iela 37, Riga, LV-1010), SIA “Verifone Baltic” (Reg. No. 40003385807, legal office: Krasta iela 105a, Rīga, LV-1019) — an organisation which based on the Bank’s authorisation performs the installation of POS Terminal, its technical connection, maintenance of the connection, authorisation of Cards, processing of Transactions, processing of Chargebacks related to Transactions, and resolves other matters related with Transactions.
Point of Sale — A point of sale approved by the Bank, with assigned unique Merchant ID code, which the Merchant uses in its economic activity.
POS Terminal — A certified device used by the Merchant to read and verify payment card data.
Pricelist — The Bank’s current pricelist specifying the fees for services rendered by the Bank. The Pricelist is available on the premises of the Bank during the Bank’s business hours and on the Bank’s website www.bluorbank.lv.
Suspicious (Fraudulent) Transaction Report — A report by the International Card Organisation on the contestation of a Transaction, which is binding for the Bank and cannot be declined by the Bank
Terms and Conditions — The Terms and Conditions for Renting POS Terminals and Acquiring Payment Cards at POS terminals, Part II of the Agreement.
Transaction — A Cardholder’s payment carried out at the Point of Sale physically serviced by the Merchant’s employee by using a Card’s chip, magnetic stripe or contactless functionality at a card acquiring terminal, and approving the Transaction with PIN, signature or another authorised Cardholder Verification Method (CVM).
Vehicle Rental — A Merchant that offers car rental services with the advance booking option. Special provisions apply to such Transactions.
1.         Terms and Definitions
The Terms and Conditions for Renting POS Terminals and Acquiring Payment Cards at POS terminals
2.         General Terms and Conditions
Page 2 of 9
CONTINUATION
2.1.         These Terms and Conditions shall establish the activities and responsibilities of the Merchant and the Bank in respect of POS Terminal rental, payment card acquiring at POS Terminals and settlement procedures for Transactions executed with such Cards.
2.2.         The legal relationship of the Parties, which is not specified in the Agreement, shall be governed by the General Terms of Business, other regulations of the Bank in so far as they are not in contradiction with these Terms and Conditions and regulatory enactments of the Republic of Latvia.
2.3.         The Bank undertakes to accept payment for goods and/or services provided by the Merchant, for which Clients of the Merchant have settled at POS Terminals provided for and installed at the Merchant, using Cards, and to credit the relevant amounts to the Account, following the deduction and withholding of amounts due to the Bank in accordance with the Agreement. The Merchant undertakes to acquire cards as cashless means of payment for Merchant’s goods and/or services at POS Terminals in accordance with the provisions of the Agreement, as well as to offer goods and/or services based on prices which, at the moment of conclusion of a Transaction, shall not exceed the prices applicable to the Merchant’s Client when settling for goods and/or services in cash. 
2.4.         For the Bank’s services, the Merchant shall pay the Bank a remuneration based on the percentage Fee of the Transaction amount, as laid down in Part I of the Agreement.
2.5.         The Bank shall be entitled to amend the percentage Fee specified in Part I of the Agreement. The Bank shall be entitled to amend the percentage Fee based on the following data for the period of 3 (three) months: the total amount of Transactions, the number of Transactions, the average amount per Transaction, the number of Chargebacks and other conditions. The Bank shall notify the Merchant about such changes in writing no later than 2 (two) weeks before the changes take effect. If the Merchant does not consent to the changes, the Merchant shall be entitled to immediately terminate the Agreement by giving the Bank a written notice no later than 1 (one) week following the receipt of the Bank’s notification.
2.6.         The Merchant shall pay the Bank a POS Terminal rental and maintenance fee in the amount laid down in Annex 1 to the Agreement (Information on the Merchant’s Point of Sale).
3.1.         The Merchant shall place the Collateral with the Bank in the amount and procedure provided for in Part I of the Agreement.
3.2.         Collateral shall be placed with the Bank for the complete term of the Agreement and for at least 180 (one hundred and eighty) days following the termination of the Agreement.
3.3.         The Bank shall not pay any interest for the placement of the Collateral to the Merchant.
3.4.         The Bank shall be entitled to, at any point and without warning, use the Collateral or funds from other Merchant’s accounts opened with the Bank or other Merchant's funds held with the Bank to cover costs or expenses related to the Merchant’s activities, POS Terminals, and POS Transactions.
3.5.         The Bank shall, once per month, review and evaluate the compliance of the Merchant’s Collateral to the amount laid down in Part I of the Agreement. The Bank shall be entitled to use the incoming Transaction amounts from the Merchant’s POS Terminals for increasing the Collateral. The Merchant shall be obliged to, upon the Bank’s request, no later than within 1 (one) business day, make funds available on the Collateral Account, so that the Collateral is increased to the amount provided for in the Agreement. 
3.6.         If the Merchant fails to fulfil the provisions of the Agreement and the Bank’s requirements regarding the placement of the Collateral or its amount, the Bank shall be entitled to suspend the Card acquiring service and/or suspend the transfer of Transaction amounts to the Merchant.
3.         Collateral
4.1.         The Merchant shall acquire Cards as a means of payment for goods and/or services corresponding to the type of the Merchant’s business activity as specified in the Agreement, which the Merchant is entitled to distribute exclusively at the Point of Sale. The Merchant shall obtain all the necessary operating licenses and/or shall be registered with the required registers pursuant to the applicable regulations governing the Merchant’s type of business activity. Such license and/or registration shall be effective at the date of the Agreement and shall remain in force throughout the term of the Agreement, and shall be presented to the Bank upon request. 
4.2.         The Merchant shall not acquire Cards as a means of payment for:
4.2.1.         Gambling services or purchase of related goods, lotteries and raffles, unless the Parties agree otherwise in writing;
4.2.2.         Prostitution services;
4.2.3.         Goods and/or services that violate the applicable national legislation (e. g. distribution of illegal drugs);
4.2.4.         Settlements where payment for goods and/or services does not correspond to the value of the goods and/or services provided, except where such price has a clear justification/clarification and is duly announced to the Bank;
4.2.5.         On behalf of another legal entity/individual for goods and/or services sold by a legal entity and/or individual other than the Merchant;
4.2.6.         Goods and/or services where the payment beneficiary is a legal entity and/or individual other than the Merchant;
4.2.7.         Fines, losses, contractual penalties, surcharges or any other types of payments in addition to the price of goods and/or services;
4.2.8.         Pledges, cashing of cheques, cheque guarantees, collection of debts (using a Card), loan recovery services, door-to-door sales, forward transactions for a term exceeding 4 (four) months, multi-level marketing (including pyramid sales schemes), telemarketing (unless the Parties agree otherwise in writing), and wholesale;
4.2.9.         Payments from any person suspected of committing or participating in a terrorist act and included in any lists of such persons issued by the Cabinet of Ministers of the Republic of Latvia or list of international organisations.
4.         Offering Goods and/or Services 
CONTINUATION
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5.         Delivery and Maintenance of POS Terminals
5.1.         The Merchant shall authorise the Partner to: 
5.1.1.         Install POS Terminals at the Merchant’s Point of Sale (if the POS Terminal installation location fails to meet installation requirements, the Partner shall be entitled not to install the POS Terminals); if the Merchant requires an urgent installation of the POS Terminal, the Merchant shall pay to the Bank a respective charge in the amount specified in Annex 1 to the Agreement;
5.1.2.         Train the Merchant’s employees as regards POS Terminal operation and card acquiring, and issue a training certificate;
5.1.3.         Provide the Terminal usage guidelines to the Merchant in order to ensure compliance with the regulations of International Card Organisations;
5.1.4.         Install card servicing software at POS Terminals;
5.1.5.         Provide for technical maintenance of POS Terminals, eliminate hidden defects of POS Terminals, replace POS Terminals at no additional cost if irreparable defects have been revealed except where such defects have resulted from inappropriate use of POS Terminals;
5.1.6.         Provide the Merchant with special Mastercard, Maestro, VISA, VISA Electron stickers with no additional charge;
5.1.7.         Ensure the compliance of POS Terminals with the regulations of International Card Organisations.
5.2.         For each POS Terminal delivered to and installed at the Merchant’s Point of Sale, and each issuance of Instructions to the Merchant, the Partner and the Merchant shall sign a Delivery and Acceptance Act in 3 (three) copies, which shall be considered as annex to the Agreement and shall form an integral part hereof.
5.3.         Obligations, obligations and responsibilities of the Merchant:
5.3.1.         Use the POS Terminal solely and exclusively at the Point of Sale as specified in the Agreement;
5.3.2.         Make sure that the POS Terminal is used in accordance with the POS Terminal usage guidelines issued by the Partner;
5.3.3.         Ensure compliance of the POS Terminal installation location with the “Minimum requirements for POS terminal installation”, which shall constitute an integral part of the Agreement (available at www.bluorbank.lv/api/file/4205), hereinafter referred to as the Requirements. If the Merchant fails to meet the Requirements, the Partner shall be entitled to refuse the POS Terminal installation;
5.3.4.         Safeguard the rented POS Terminals, preventing their theft (any unlawful act as a result of which a POS Terminal comes into possession of a third party), loss, destruction and damage thereof; in the event of failure to comply with this paragraph, the Merchant shall be liable for the damage inflicted to the POS Terminal or its loss/theft, and shall compensate costs incurred due to the aforementioned;
5.3.5.         Notify the Partner in case of damage of a POS Terminal;
5.3.6.         Cover the costs related to telecommunication lines, data transmission etc., as necessary for the POS Terminal operation, and the costs incurred due to causing intentional damage to the POS Terminal;
5.3.7.         The Merchant shall make no modifications, alterations, additions or improvements to any POS Terminal handed over to the Merchant;
5.3.8.         The Merchant shall never entrust the maintenance of the installed POS Terminals to third parties or perform such by its own efforts;
5.3.9.         Return the rented POS Terminals to the Partner following the termination of the Agreement.
5.4.         The Merchant shall be entitled to enter into agreements with card organisations or banks that acquire types of cards other than specified in this Agreement. Prior to using the cards of such a card organisation, the Merchant shall notify the Bank about any such agreements.
5.5.         The Bank or its authorised representative shall be entitled to, without prior notice, access the Merchant’s premises and equipment designed for the execution of card transactions in order to verify and ensure that the Merchant’s Transactions are executed fairly and in good faith. If any errors or violations of safety regulations are revealed, the Merchant undertakes to remedy them.
6.         Authorisation and Processing of Transactions
6.1.         The Merchant shall ensure sale of goods and/or services in accordance with the provisions of the Agreement, including acceptance of Transactions subject to the following conditions:
6.1.1.         Authorisation shall be required prior to each Transaction as well as regarding the price of each goods and/or services, including all applicable taxes; A Transaction shall be accepted (carried out) following the confirmation that sufficient funds are available for purchasing the goods and/or services, received as a result of Authorisation; 
6.1.2.         Transactions with Maestro or VISA Electron cards shall always be subject to online Authorisation;
6.1.3.         The equipment used by the Merchant for Card payments (e. g., a payment terminal), including software, hardware and means of communication, shall be certified and shall comply with major technical standards and specifications defined by the Bank and/or Partner;
6.1.4.         The Merchant shall carry out Transactions in a professional manner, ensuring appropriate training of employees involved in the execution of Transactions, and shall comply with the generally accepted industry practice;
6.1.5.         The Merchant shall indicate that they acquire Cards by using stickers at entrances and next to payment terminals;
6.1.6.         If the Merchant knows or should know that a Cardholder is not entitled to use the Card, the Transaction must not be executed;
6.1.7.         In case of doubt, the Merchant shall carry out a more detailed investigation, for example, verification of the Cardholder’s identity, or contact the Partner prior to the execution of the Transaction;
6.1.8.         The Merchant shall provide the Cardholder with the confirmation of the Transaction immediately following the execution of the Transaction.
6.2.         A Transaction shall be authorised and accepted if a payment is made in the stated currency of goods and/or services, which has been coordinated with the Bank and is specified in the Agreement.
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6.3.         The Parties shall regularly exchange with information about the number of Chargebacks and the implementation of measures to reduce the number of Chargebacks for both Parties;
6.4.         Unless otherwise provided for in the Agreement, the Merchant, in accordance with the Agreement, shall be entitled to execute only Transactions related to sale of goods and/or services offered by the Merchant or return of previously sold goods and refund of Transaction amounts. 
6.5.         The Merchant shall not execute any Transactions and shall retain the Cards presented for the execution of a Transaction, without posing any risk to security of Merchant’s employees, in the following cases:
6.5.1.         Card authorisation request returns the response “Retain the Card”;
6.5.2.         The first four digits of the number embossed on the Card do not match with the four digits indicated on the Card’s plastic;
6.5.3.         The Card fails to comply with at any security feature specified in the Instructions for the Merchant.
6.6.         If a Card is retained, the Merchant shall immediately contact the Partner to receive further instructions.
6.7.         The Merchant shall send the Transaction data to the Partner no later than within 2 (two) days following the execution of the Transaction. Transaction data shall be deemed to be delivered to the Partner on the relevant day if the data is sent to the Partner before the end of the current day. If the Merchant fails to meet the deadline established in this paragraph of the Terms and Conditions by more than 4 (four) days, i. e. fails to send the Transaction data within 6 (six) calendar days following the Transaction acceptance date, the Bank shall be entitled to decline the payment for the relevant Transaction to the Merchant.
6.8.         The Merchant shall ensure accuracy of Transaction data sent by the POS Terminal and/or POS Terminal systems or other devices.
6.9.         The Merchant undertakes to store all Transaction documents and data, including Authorisation data, for at least 24 (twenty four) months after the acceptance of the relevant Transaction, and shall, within 5 (five) days, upon the Bank’s or Partner’s request, send all the required information to the Bank or the Partner.
6.10.         The Bank shall be entitled to, at the request of an International Card Organisation, provide statistical data on Transactions executed with Cards of the respective International Card Organisation.
6.11.         The Merchant shall comply with any additional requirements and requests of the Bank regarding processing of Transactions, provided that the Merchant is informed about such requirements in writing or electronically.
6.12.         When acquiring Cards, the Merchant shall adhere to the following Card verification rules:
6.12.1.         Card number, name and validity period is indicated on the Card;
6.12.2.         The Card has no signs of modification;
6.12.3.         The Card validity term has not expired;
6.12.4.         The first four digits of the Card number correspond to four digits, if any, specified on the Card, directly under or above the Card number; should the digits not be the same, the Merchant shall retain the Card and contact the Partner for subsequent instructions;
6.12.5.         The Card number specified in the cashier’s check is the same as the number on the Card;
6.12.6.         The Card validity term specified in the cashier’s check is the same as the validity term on the Card.
6.13.         When acquiring Cards at POS Terminals, the Merchant shall adhere to the following Client identification rules:
6.13.1.         The Cardholder verifies the payment of the required amount with his/her signature or PIN. When performing the specified procedures, the Merchant shall make sure that the Cardholder and the person verifying the payment of the required amount is one and the same person, as follows:
6.13.1.1.         PIN verification:
6.13.1.1.1.         In order to accept PINs for the purpose of Client identification, the Card number shall be read mechanically;
6.13.1.1.2.         PINs shall be entered using the PIN input keypad approved and managed by the Bank or the Partner. Merchant shall use only the originally delivered PIN input keypad;
6.13.1.1.3.         The Cardholder shall not be asked to enter PIN if the use of PIN is not allowed for the particular Card. No PIN shall be used for return transactions.
6.13.1.2.         Verification of signatures:
6.13.1.2.1.         The Client’s signature on the cashier’s check shall be compared to the signature on the Card.
6.13.1.3.         If the Transaction amount is equal to or greater than EUR 150.00 (one hundred fifty euros, 00 cents) and the Transaction is not approved, the Merchant shall, before reading the chip of the smart card and entering the PIN, identify the Cardholder by means of an identification document. The Bank shall be entitled to unilaterally change the amount specified in this paragraph by notifying the Merchant in writing 1 (one) month in advance.
6.14.         Special provisions regarding Transactions without the Card being physically present:
6.14.1.         The Merchant shall be entitled to execute card-not-present Transactions if the Merchant operates in the Vehicle Rental, Hotel industry or the nature and standard practice of the Merchant’s business activity envisages processing of Transactions without physical presence of the Card, including pre-authorisation. Merchants who provide this kind of service shall also be subject to the regulations available at www.bluorbank.lv/api/file/4130 and www.bluorbank.lv/api/file/4129. The Merchant shall provide clear and unambiguous information to the Client about such practice and specifics of Transactions prior to executing a Transaction.
6.14.2.         The Merchant shall make sure that Cardholder identification is performed before making such Transactions. Other paragraphs of the Agreement in respect of Card-present Transactions shall not be applicable to the Merchant, while the provisions of the Agreement governing the Merchant’s liability shall remain in full force.
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6.15.         The Merchant shall not:
6.15.1.         Establish any surcharge on goods and/or services if settlement for such goods/services is performed using a Card, except where provided for in the applicable legislation of the European Union and/or the Republic of Latvia, and/or regulations of International Card Organizations and where the Bank has accepted such a surcharge based on the regulations approved by the International Card Organisations. Any additional fees, if provided for in the applicable legislation of the Republic of Latvia, shall be included in the price of goods and/or services, and shall not be collected through carrying out separate Transactions;
6.15.2.         Establish any minimum or maximum amounts for Card Transactions without the Bank’s consent;
6.15.3.         Split a payment into several payments; the Transaction amount shall be approved a single sum;
6.15.4.         Disclose to third parties any data on the Cardholder, the Card, as well as any other information related to Card acquiring, except where provided for in the Agreement and necessary for the fulfilment of obligations under the Agreement. This obligation of the Merchant shall remain in force for an indefinite time period;
6.15.5.         Pay cash to Clients of the Merchant, or use Cards for purposes other than paying for goods and/or services offered by the Merchant, without the Bank’s prior written consent;
6.15.6.         Acquire a Card as the means of payment for goods and/or services unless an order for the respective goods and/or services is received, or if the payment is made by other means of settlement;
6.15.7.         Deliver the goods and/or provide the services to the Merchant’s Client even if a Transaction has taken place with reference to the goods and/or services where the Bank and/or the Partner has notified the Merchant on unauthorised/illegal use of the Card/Card data for settlements for the goods and/or services;
6.15.8.         Swipe the Card through the magnetic stripe reader if the Card has a chip. If the Merchant arbitrarily executes a Transaction using a fall-back solution (by reading the magnetic stripe of the chip Card), the settlements may be suspended should the Transaction be contested;
6.15.9.         The Cardholder’s account may be credited for previously approved Transactions only. Credit Transactions shall be executed by using a the Card number of the previously approved debit transaction;
6.15.10.         Use any systems for copying, storing or maintaining Card and Client data and/or information (such as Card authentication data, verification codes, passwords, security questions, and other Transaction-related information). 
6.16.         The Merchant shall cooperate with the Bank and relevant supervisory bodies in treatment of major payment security incidents, including data protection violations, disclosure of Card and Client data and/or information and suspicious (fraudulent) Transaction incidents.
6.17.         Upon receiving the notice provided for in paragraph 6.15.7. of the Terms and Conditions, the Merchant shall, within 10 (ten) days, transfer the respective Transaction amount back to the Bank or, following the Bank’s instruction, to the Cardholder. The obligation to repay the Transaction amount shall remain in force regardless of the compliance of the model with any specifications (e.g. Mastercard SecureCode or Verified by VISA).
7.1.          The Bank shall transfer Transactions Amounts to the Merchant in accordance with the following procedure:
7.1.1. If the Account is opened at the Bank, the Bank shall, not later than on the day of the receipt of Transaction data from the Partner, remit the total amount of the respective Transaction to the Merchant’s Account, following the deduction and collection of the Fees provided for in paragraph 2.4 of the Terms and Conditions.
7.1.2. If the Account is opened at another credit institutions, — the Bank shall, once a week, transfer the Transaction amounts for the preceding week to the Account indicated by the Merchant, previously deducting and withholding:
7.1.2.1. The Fee in accordance with paragraph 2.4 of the Terms and Conditions;
7.1.2.2.          Any amounts and fees charged by the Bank for Chargebacks and requests for information received during the specified time period; and
7.1.2.3.          the fee specified in the Pricelist for the processing of the transfer.
7.2.          The Bank shall be entitled to withhold from the amount payable to the Merchant any other amounts, which the Merchant, at the moment of remittance of such funds, owes to the Bank in accordance with agreements concluded between the Merchant and the Bank.
7.3.          The Bank shall, with the mediation of the Partner, provide the Merchant with detailed reports on Transactions executed at the Merchant’s POS Terminals and the amount collected as the Bank Fees for the period and in the format selected by the Merchant.
7.4.          In the event of the Merchant’s material liability and/or payments due from the Merchant, as provided for in the Agreement, the Bank shall be entitled to withhold the relevant amounts from the Merchant’s Collateral Account or any accrued Transaction amounts or any other account held by the Merchant at the Bank, without a specific order from the Merchant. If the funds in the Merchant’s accounts at the Bank or the accrued Transaction amounts are insufficient or the Collateral Account/other account is closed, the Bank shall, at its discretion, either issue an invoice to the Merchant, payable by the Merchant within 10 (ten) days following the date of receipt, or withhold the respective amount from any Transaction amount payable to the Merchant. 
7.5.          The Bank shall be entitled to:
7.5.1.         Suspend transfer of the Transaction amount to the Merchant for up to 10 (ten) business days if, in accordance with the requirements of the International Card Organisations and/or upon the Bank’s discretion, a further review is required. The Bank shall notify the Merchant accordingly by phone or e-mail and, if necessary in writing. If the Bank has already transferred funds to the Merchant for a Transaction subject to a review, the Bank shall be entitled to suspend transfer of amounts on any further Transactions for up to 10 (ten) business days, in the amount of the Transaction being reviewed;
7.5.2.         Suspend transfers for up to 180 (one hundred and eighty) calendar days for the Transaction amounts subject to Chargebacks in accordance with the regulations of the International Card Organisations, as well as for Transaction amounts for which the Merchant has failed to submit documents/data confirming the Transactions within 15 (fifteen) calendar days following a request made by the Bank or the Partner;
7.         Card Acquiring Settlements
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8.         Obligations and Responsibilities of Parties in Mitigating the Risk of Transaction Fraud
8.1.         Administrative provisions:
8.1.1.         To mitigate the risk of fraud and losses for Cardholders and the Merchant, the Bank shall, in cooperation with the Partner and International Card Organisations, as well as in accordance with the applicable regulatory documents and provisions, perform monitoring and analysis of Transactions and, in accordance with the results of the aforementioned activities, provide binding indications to the Merchant regarding specific Transactions and/or acceptance of Transactions as such, including by means of amending the Agreement; the Merchant undertakes to act in accordance with the Bank’s instructions;
8.1.2.         The Merchant shall acknowledge the responsibility for taking every action necessary in order to minimise potential fraudulent activities and prevent potential money laundering through the Merchant’s settlement operations. The Merchant shall be liable for the actions of its employees in respect of sales activities and the execution of the Agreement, as well instructions provided to the Merchant under the Agreement;
8.1.3.         The Bank shall inform the Merchant about the requirements of the International Card Organisations regarding security of Transactions executed at POS Terminals, as well as about changes in such requirements, whereas the Merchant shall undertake every action necessary in order to comply with the requirements of International Card Organisations;
8.1.4.         If the Merchant is aware of any suspicious circumstances regarding any Transaction, the party making a purchase, the specified Card data, including indications that the Transaction might not have been made by the Cardholder, the Merchant shall immediately notify the Bank and the Partner, and act in accordance with the instructions provided by the Bank and/or the Partner, if any;
8.1.5.         In reviewing/investigating fraudulent and/or suspicious Transactions, Chargebacks and other claims, the Merchant shall cooperate with the Bank and the Partner, and provide it with all information at its disposal as necessary for review/investigation of the relevant cases;
8.1.6.         The Bank shall report on any fraudulent activities of the Merchant to International Card Organisations in accordance with the requirements (and in the cases) established by the International Card Organisations.
8.2.         Chargebacks — processing and liability:
8.2.1.         Upon receiving a Chargeback, a request from the International Card Organisation, and/or a Cardholder’s complaint or enquiry regarding a Transaction, the Bank and/or the Partner shall notify the Merchant, and the Merchant undertakes to provide the Bank and/or the Partner with a reply regarding the relevant Chargeback, Cardholder’s complaint or enquiry, no later than 15 (fifteen) days following receipt of such a notification. The Merchant shall provide the response to the point, as well as provide documents requested by the Bank or the Partner;
8.2.2.         If a Cardholder refers to the Merchant with a complaint and/or enquiry regarding a Transaction with the Merchant, the Merchant shall provide a response to the Cardholder no later than within 2 (two) business days. Such response shall be provided to the point of the complaint/enquiry, with clarifications and, if possible, an offer of a solution;
8.2.3.         If a Cardholder refuses a Transaction, e. g. in the event of a Chargeback, and the Issuing Bank requests information regarding the Transaction, the Bank shall be entitled to withhold from the Merchant any expenses related to processing of the cancelled Transaction or provision of the relevant information to the Issuing Bank, regardless of the reason due to which the Issuing Bank and/or Cardholder refuses to pay for the relevant Transactions or requests related information, including any expenses arising in connection with reviewing a dispute (also if the Merchant wishes to challenge the Cardholder’s allegations). The Bank shall be entitled to withhold the amounts of payments and/or expenses specified in this paragraph from the Merchant in accordance with the procedure specified in paragraph 7.4. of the Terms and Conditions.
8.2.4.         During the term of the Agreement and/or within 180 (one hundred and eighty) days following the termination of the Agreement, the Merchant shall repay to the Bank the amount of a Transaction regarding which a Chargeback has been received, provided that the Merchant has, in accepting the Transaction, failed to observe the provisions of the Agreement, including the provisions of sections 3–5 of the Terms and Conditions, instructions and orders provided by the Bank and/or the Partner (if such have been provided to the Merchant with reference to the contested Transaction); if the Merchant has failed to submit/forward Transaction data and documents within the term specified in the Agreement following a request made by the Bank and/or the Partner; as well as in cases where the Bank cannot void a Chargeback within the framework of the chargeback guidelines of International Card Organisations, and the amount of the Transaction is therefore collected from the Bank. The Bank shall be entitled to withhold the amounts of payments and/or expenses specified in this paragraph from the Merchant in accordance with the procedure specified in paragraph 7.4 of the Terms and Conditions.
7.5.3.         Suspend rendering the Card acquiring services and/or suspend transferring the Transaction amounts to the Merchant if violations of the provisions of the Agreement and/or fraudulent activities involving Cards and/or Card data are revealed in the Merchant’s operations;
7.5.4.         Following the termination of the Agreement, block funds available on the Current Account or further incoming funds until the Merchant’s full settlement with the Bank. The Parties agree that funds blocked in the amount of payments due by the Merchant shall be considered financial security provided for fulfilment of the Merchant’s obligations under the Agreement. Under the arrangement of paragraph 8.2.4. and 8.2.5 of the Terms and Conditions, the funds on the Merchant’s accounts with the Bank may be blocked for at least 180 (one hundred and eighty) days following the termination of the Agreement;
7.5.5.         Block the Merchant’s Collateral Account and other Merchant’s accounts opened at the Bank, and/or suspend the fulfilment of the Agreement on the part of the Bank if International Card Organisations apply any penalties to the Bank for violations committed by the Merchant during the Card payments/acceptance of Transactions at POS Terminals and/or if any Chargebacks have been filed in accordance with regulations of the International Card Organisations, thereby any of the provision of paragraph 8.2.4. and 8.2.5. of the Terms and Conditions coming into effect;
7.5.6.         If the account is opened at the Bank, — withhold funds from the Merchant in accordance with the Pricelist, for the debit balance (negative balance) on the account arising due to insufficiency of funds in the Merchant’s Account at the moment when the Bank withholds amounts from the Merchant due to the Bank in accordance with the Agreement and the Pricelist.
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8.2.5.         If, during the term of the Agreement and/or within 180 (one hundred and eighty) days following its termination, the International Card Organisations enforce penalty sanctions against the Bank in connection with the Merchant’s violations in conducting Card settlement/accepting Transactions at POS Terminals, including cases where the number of Suspicious Transaction Reports referring to the Merchant’s Transactions and/or the number of Chargebacks reaches a threshold specified by an International Card Organisation at which penalties are enforced, the Merchant shall compensate the Bank’s expenses in the amount of the enforced penalties and pay the Bank a penalty in the amount specified in Part I of the Agreement. Upon request, the Bank shall provide the Merchant with a reference on penalties enforced. The Bank shall be entitled to collect from the Merchant the fines specified herein in accordance with the procedure specified in paragraph 7.4. of the Terms and Conditions;
8.2.6.          The Merchant shall compensate the Bank for all expenses related to review of certain Transactions or the activities of the Merchant, provided that such review has been performed in accordance with the regulations (and/or at the request) of International Card Organisations. The Bank shall be entitled to collect the expenses specified herein in accordance with the procedure specified in paragraph 7.4. of the Terms and conditions, having warned the Merchant in writing;
8.2.7.         If the Bank is aware of any information on improper fulfilment/non-fulfilment of obligations by the Merchant to the Merchant’s Clients/Cardholders, as well as violations of the provisions of the Agreement which are repeated, substantial in the opinion of the Bank, and/or regularly occurring, the Bank shall be entitled to, simultaneously with notifying the Merchant:
8.2.7.1.          Amend the payment provisions for the amounts due to the Merchant;
8.2.7.2.          Suspend any payments to the Merchant;
8.2.7.3.          reduce the Authorisation limits specified in Part I of the Agreement or establish Authorisation limits if such were not established before;
8.2.7.4.          Suspend the execution of the Agreement by the Bank and/or block the Merchant’s Collateral Account and other accounts opened by the Merchant at the Bank, and suspend payments of Transaction amounts for an indefinite period during the term of the Agreement and for at least 180 (one hundred and eighty) days following the termination of the Agreement.
8.3.         The Bank shall be entitled to suspend any Card acquiring activities and transfers of Transaction amounts to the Merchant if the number of Chargebacks or the volume of the Merchant’s suspicious (fraudulent) Transactions during 1 (one) calendar month exceeds any of the thresholds established in Part I of the Agreement.
9.1.         The Parties shall not be liable for complete or partial non-fulfilment of their obligations and for losses related to Force Majeure conditions. Such conditions shall include conditions which the Parties could not have foreseen and prevented or affected by reasonable means, and which directly affect the execution of the Agreement. Force Majeure shall be deemed to include conditions classified as force majeure based on generally accepted standards, and due to which execution of the Agreement is impossible, as well as which the Parties could not have either foreseen or prevented.
9.2.         The affected Party shall be obliged to notify the other Party immediately about the occurrence of such conditions and the potential period of their effect, as well as to confirm such a notification in writing no later than 7 (seven) calendar days following the day of occurrence of Force Majeure conditions. A competent state authority shall verify the facts reflected in the notification. Failure to notify or untimely notification shall exclude the right of the Party that has failed to give notice in due time to refer to any Force Majeure as the basis for relieving it from liability for complete or partial non-fulfilment of its obligations.
9.3.         In the event of occurrence of Force Majeure conditions, fulfilment of obligations of the Parties as specified in the Agreement shall be suspended until cessation of the aforementioned conditions, but no more than 3 (three) weeks.
9.         Force Majeure
10.1.         Either Party shall be entitled to terminate the Agreement by giving the other Party 1 (one) month’s prior written notice. The periods specified herein shall not apply in cases stipulated in paragraphs 2.5 and 13.4 of the Terms and Conditions, where the Parties are entitled to terminate the Agreement in accordance with the procedure specified in the relevant paragraphs.
10.2.         The Bank shall be entitled to terminate business relations and/or withdraw from the Agreement unilaterally without observing the notification term specified in paragraph 10.1 of the Terms and Conditions and without giving prior written notice in the following cases:
10.2.1.         The Merchant does not execute and/or delay payments due under the Agreement, and the Bank has no possibility to withhold the payments due under the Agreement from Merchant’s accounts;
10.2.2.         The Bank has access to information about considerable worsening of the Merchant’s financial standing, including, but not limited to initiation of insolvency/bankruptcy proceedings for the Merchant;
10.2.3.         Another agreement on the Bank’s services concluded between the Bank and the Merchant is terminated upon the Bank’s initiative;
10.2.4.         Any third-party claim is filed regarding the Merchant’s property, including the Merchant’s funds held with the Bank;
10.2.5.         The Merchant violates the procedure for conducting sales as specified in the Agreement, including provisions of Transaction authorisation and processing, as well as fraud involving Cards/Card data is established in the Merchant’s activities;
10.2.6.         A request is received from an International Card Organisation, including in cases when, in accordance with the regulations of the respective International Card Organisation, the proportion of Reports on Chargebacks and/or Suspicious (Fraudulent) Transactions against the number of Transactions reaches a threshold that prohibits further cooperation with the Merchant;
10.2.7.         Card acquiring at the Merchant’s Point of Sale, in the opinion of the Bank, represents an illegal and/or other offence that might impair the Bank’s reputation, or if the Bank is provided with false and/or inaccurate information during the term of the Agreement.
10.2.8.         it has been established that the Agreement cannot be enforced because international or national sanctions have been imposed on the Merchant, or substantial sanctions affecting the interests of a financial and capital market imposed by a Member State of the European Union or of the North Atlantic Agreement Organisation 
10.         Termination of the Agreement
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12.1.         The Parties are aware that, as a legal person, they shall be regarded as a controller in respect of their employees (for example, contacts), Board members and other natural persons representing the Party. Therefore, the Parties shall be obliged to provide those persons with all relevant statements and/or to ensure the existence of any other legal basis for the processing of the aforementioned Personal Data by the Parties; the Parties shall:
12.1.1.         Ensure that the Personal Data are accurate, updated as necessary and processed:
12.1.1.1. lawfully, in good faith and in a transparent manner for the Data Subject;
12.1.1.2. Only for the enforcement of the Agreement, and the processing of the Personal Data is not carried out in a manner incompatible with the implementation of the Agreement;
12.1.1.3. In such a manner as to ensure the security of the Personal Data, including protection against unauthorised or illegal processing and accidental loss, destruction or damage, by applying appropriate organisational or technical measures;
12.1.2.         To keep the Personal Data in a form which permits the identification of persons for a period not longer than the period required for the execution of the Agreement;
12.1.3.         Not transfer the received Personal Data to third parties without the prior written consent from the Party from which the Personal Data was received. If, in accordance with regulatory enactments, a Party has an obligation to disclose the Personal Data received, the Party shall be obliged to inform the Party, from which the Personal Data was received, regarding the disclosure of such Personal Data, unless prohibited by the law.
12.2.         For individual merchants (in cases where the Merchant is a natural person registered with the Commercial Register) — I am aware the Bank processes personal data of individuals in accordance with the applicable data protection laws of the Republic of Latvia and the European Union and the General Terms of Business. Purpose of data processing: receiving the card acquiring services. Detailed information on the Bank's Personal Data Processing Policy is available here: https://www.bluorbank.lv/en/information-on-processing-of-personal-data.
12.         Purpose of Data Processing 
13.1.         The Merchant shall not be entitled to delegate fulfilment of obligations under the Agreement to third parties or subcontractors, unless the Bank has given prior approval to the participation of third parties.
13.2.         The Bank shall be entitled to transfer the right of performing technical operations related to ensuring Card acquiring or forwarding of Transaction Data to the following third parties:
13.2.1.         Worldline Latvija SIA, Reg. No. 40003072814;
13.2.2.         Verifone Baltic SIA, Reg. No. 40003385807;
13.2.3.         MasterCard Worldwide;
13.2.4.         VISA International.
If the list of companies referred to in this clause of the Agreement is amended, the Bank shall inform the Merchant electronically by e- mail (by sending an e-mail to the Merchant’s representative specified in Part I of the Agreement).
13.3.         The Parties undertake to immediately notify the other Party about changes in information required in the Agreement and provided by the relevant Party, including, but not limited to changes in the details of the relevant Party (i. e. change of name, restructuring, change of registered office, change of individuals with the right to sign etc.). The Bank shall be entitled to specify the content and scope of data to be received from the Merchant. 
13.4.         If the Merchant wishes to introduce changes in the list of goods and/or services offered under the Agreement and payable by the Merchant’s Client using a Card, or other provisions of operation, the Merchant shall notify the Bank about such changes no later than 3 (three) weeks in advance. If the Bank does not consent to such changes, the Bank shall notify the Merchant in writing within 2 (two) weeks following receipt of the Merchant’s notification. The changes shall be deemed coordinated and approved, unless the Bank sends objections to the Merchant within 2 (two) weeks. If, in the event of the Bank’s objections, the Parties fail to agree on a mutually acceptable solution, the Bank shall be entitled to terminate the Agreement by giving the Merchant at least 3 (three) business days’ prior notice.
13.         Final Provisions
11.         Dispute Resolution Procedure
11.1.         The Parties undertake to resolve any disputes arising from the Agreement by mutual agreement through negotiating.
11.2.         If a dispute cannot be resolved in accordance with the procedure specified in paragraph 11.1. of the Terms and Conditions, any dispute, controversy or claim arising from the Agreement, concerning the Agreement or its violation, termination or invalidity, shall be submitted for further review to the Association of Commercial Banks of Latvia Court of Arbitration in Riga, in accordance with the Articles of Association and By-laws of the court of arbitration, as well as the regulations “On Expenses of the Court of Arbitration of the Association of Commercial Banks of Latvia”. Provisions of such documents shall be considered included in this Clause. The award of the Court of Arbitration shall be final, not liable to appeals and binding upon the Parties. Litigation shall be conducted in Latvian. The number of arbitrators shall be 1 (one). An arbitrator shall be appointed by the chairperson of the Court of Arbitration of the Association of Latvian Commercial Banks.
10.3.         Termination of the Agreement for any reason shall not relieve either Party from the obligation to make payments to the other Party, if such are due in accordance with the provisions of the Agreement, to compensate damages, as well as to fulfil any other obligations under the Agreement, which remain unfulfilled upon its termination.
10.4.         If any of the conditions mentioned in paragraph 10.2 of the Terms and Conditions is fulfilled, the Bank shall be entitled to immediately remit funds from any account held by the Merchant with the Bank to the Collateral Account and to freeze such funds for at least 180 (one hundred and eighty) days starting on the suspension date.
10.5.         Collateral held on the Bank’s account in accordance with Section 3 of the Terms and Conditions shall be returned to the Merchant via remittance to the account specified by the Merchant, no sooner than 180 (one hundred and eighty) days following the termination of the Agreement.
13.5.         If, pursuant to paragraph 13.4 of the Terms and Conditions, it is impossible for the Bank, using publicly available, reliable and independent sources, to verify the accuracy of the information received, the Bank shall be entitled to request and the Merchant shall, upon the Bank’s request, submit to the Bank copies of documents regarding the Merchant’s operations (e.g. register transcripts, Articles of Association, copies of personal identification documents of the individuals with the right to sign), as well as, upon the Bank’s request, provide the Bank with data on organisation of the Merchant’s commercial activity (including security measures), including granting the representatives of the Bank — or third parties authorised by the Bank — the opportunity to inspect the operation of the Merchant under the Agreement at the location of the Merchant. 
13.6.         If there are no Transactions at the Point of Sale specified by the Merchant for 3 (three) consecutive months, or 1 (one) month’s turnover is less than the amount established in Part I of the Agreement, the Bank shall be entitled to apply an inactivity/low-activity maintenance fee to the Point of Sale in accordance with the Pricelist.
13.7.         Neither the Bank, nor the Partner shall guarantee service continuity. The Bank or the Partner shall undertake to remedy defects and errors regarding which information has been received from the Merchant, within a reasonable period of time or — depending on the fault type or type of error — as part of ongoing improvement of the services.
13.8.         The Bank or the Partner shall be entitled to, if necessary, discontinue the use of the service in order to perform maintenance, repair or improvement of the service, or due to some other justified reason. The Bank or its service provider, if possible, shall inform the Merchant in advance of all service interruptions.
13.9.         If cooperation between the Bank and an International Card Organisation is terminated for any reason, the Bank shall undertake to notify the Merchant immediately in writing. At the same time, the Bank shall provide the relevant International Card Organisation with all data on the Merchant, which the International Card Organisation requests, as necessary for further cooperation between the International Card Organisation or its authorised representative and the Merchant.
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